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General Considerations for Security Measures

From the RBPS, the general considerations for selecting security measures
for theft and diversion are:

 "Know Your Customer" procedures

 Inventory controls of critical assets

 Restrict access to critical assets

 Constant monitoring of critical assets

 Inspections upon egress from critical asset storage areas

 Tamper-evident, physical means of storage areas

 Cyber security systems

 Background checks

Solutions are implemented for remote and inside critical asset areas.
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Remote Security Case Study
COI Asset Storage Area

Situation:
 Aluminum powder
 Chemical storage area
 Indoors

Problem:
 Not monitored
 Limited access controls
 No audit trail

Security Solution:
 Card reader
 Alarm monitoring
 Video recording

Presenter
Presentation Notes
Case 1 Title:
Remote Asset Storage Area
SITUATION.  Background about the company/location.
This facility had material storage inside the building that included a variety of materials including aluminum powder.  Access to the storage area was loosely controlled by an inventory manager, but there were lots of exceptions to accommodate operators need to access materials for processes. The powder was not used frequently, or in large quantities. Although the storage area is locked, the area is accessible to a variety of people who require access to other materials in this storage area. The customer had a PACS to control building access and CCTV at the building perimeter.
PROBLEM.  What is the problem that the customer wants us to solve.
Although the storage area was loosely secured, there were many people that had access to the area that didn’t need access to the COI. Although the inventory was tracked, a loss might go undetected until the next use, which could be a long time because the material was used so infrequently. As you may be aware, the minimum STQ for aluminum powder is 100lbs. It was impractical to purchase or store the material in smaller quantities to stay below the STQ. The customer needed to satisfy Metric 6.1 Restrict access to COI, Metric 6.4 monitor COI, and 6.5 Physical security of COI. 
SOLUTION.  What was our physical security solution that solved their problem.
We recommended that the customer install a magnetically locked cabinet with a card reader on their existing PACS to control access to the material, with a CCTV camera covering the area to record all activity around the COI. The cabinet included a tamper alarm so that in the event the cabinet was left open after a programmed amount of time, or was forced open without a valid credential, a signal was sent to authorized personnel to investigate.  

RESULT.  What benefits did the customer get from our solution.
The customer was able to satisfy the RBPS requirements without major expense, inconvenience, or additional security man-hours. 
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Remote Security Case Study
Remote Asset Storage Area

Situation:
 Gas cylinder storage
 Cage with single padlock
 Vehicle access

Problem:
 Not monitored
 Stolen key
 Power available

Security Solution:
 Bollards installed
 Wireless security equipment
 Low light cameras
 "2 man" card reader

Presenter
Presentation Notes
Case 1 Title:
Remote Asset Storage Area
SITUATION.  Background about the company/location.
This facility had material storage inside the building that included a variety of materials including aluminum powder.  Access to the storage area was loosely controlled by an inventory manager, but there were lots of exceptions to accommodate operators need to access materials for processes. The powder was not used frequently, or in large quantities. Although the storage area is locked, the area is accessible to a variety of people who require access to other materials in this storage area. The customer had a PACS to control building access and CCTV at the building perimeter.
PROBLEM.  What is the problem that the customer wants us to solve.
Although the storage area was loosely secured, there were many people that had access to the area that didn’t need access to the COI. Although the inventory was tracked, a loss might go undetected until the next use, which could be a long time because the material was used so infrequently. As you may be aware, the minimum STQ for aluminum powder is 100lbs. It was impractical to purchase or store the material in smaller quantities to stay below the STQ. The customer needed to satisfy Metric 6.1 Restrict access to COI, Metric 6.4 monitor COI, and 6.5 Physical security of COI. 
SOLUTION.  What was our physical security solution that solved their problem.
We recommended that the customer install a magnetically locked cabinet with a card reader on their existing PACS to control access to the material, with a CCTV camera covering the area to record all activity around the COI. The cabinet included a tamper alarm so that in the event the cabinet was left open after a programmed amount of time, or was forced open without a valid credential, a signal was sent to authorized personnel to investigate.  

RESULT.  What benefits did the customer get from our solution.
The customer was able to satisfy the RBPS requirements without major expense, inconvenience, or additional security man-hours. 
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Inside Security Case Study
Inside Security Monitoring

Situation:
 Minimal security resources
 COI secured by key
 Video recording
 No vehicular access
Problem:
 Increase monitoring

of COI area
 Limited budget

to increase staff
Security Solution:
 Remote access management with Central

Station monitoring and video verification
 Upgraded recording system
 Increased CCTV to general and portal views
 UPS for emergency power

Presenter
Presentation Notes
Case 1 Title:
Remote Asset Storage Area
SITUATION.  Background about the company/location.
This facility had material storage inside the building that included a variety of materials including aluminum powder.  Access to the storage area was loosely controlled by an inventory manager, but there were lots of exceptions to accommodate operators need to access materials for processes. The powder was not used frequently, or in large quantities. Although the storage area is locked, the area is accessible to a variety of people who require access to other materials in this storage area. The customer had a PACS to control building access and CCTV at the building perimeter.
PROBLEM.  What is the problem that the customer wants us to solve.
Although the storage area was loosely secured, there were many people that had access to the area that didn’t need access to the COI. Although the inventory was tracked, a loss might go undetected until the next use, which could be a long time because the material was used so infrequently. As you may be aware, the minimum STQ for aluminum powder is 100lbs. It was impractical to purchase or store the material in smaller quantities to stay below the STQ. The customer needed to satisfy Metric 6.1 Restrict access to COI, Metric 6.4 monitor COI, and 6.5 Physical security of COI. 
SOLUTION.  What was our physical security solution that solved their problem.
We recommended that the customer install a magnetically locked cabinet with a card reader on their existing PACS to control access to the material, with a CCTV camera covering the area to record all activity around the COI. The cabinet included a tamper alarm so that in the event the cabinet was left open after a programmed amount of time, or was forced open without a valid credential, a signal was sent to authorized personnel to investigate.  

RESULT.  What benefits did the customer get from our solution.
The customer was able to satisfy the RBPS requirements without major expense, inconvenience, or additional security man-hours. 
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Remote Security Management (RSM):
How It Works

Internet

Speaker

Controller/
Panel

Card 
reader

Camera
IP or Analog

DVR/NVR

Presenter
Presentation Notes
Case 1 Title:
Remote Asset Storage Area
SITUATION.  Background about the company/location.
This facility had material storage inside the building that included a variety of materials including aluminum powder.  Access to the storage area was loosely controlled by an inventory manager, but there were lots of exceptions to accommodate operators need to access materials for processes. The powder was not used frequently, or in large quantities. Although the storage area is locked, the area is accessible to a variety of people who require access to other materials in this storage area. The customer had a PACS to control building access and CCTV at the building perimeter.
PROBLEM.  What is the problem that the customer wants us to solve.
Although the storage area was loosely secured, there were many people that had access to the area that didn’t need access to the COI. Although the inventory was tracked, a loss might go undetected until the next use, which could be a long time because the material was used so infrequently. As you may be aware, the minimum STQ for aluminum powder is 100lbs. It was impractical to purchase or store the material in smaller quantities to stay below the STQ. The customer needed to satisfy Metric 6.1 Restrict access to COI, Metric 6.4 monitor COI, and 6.5 Physical security of COI. 
SOLUTION.  What was our physical security solution that solved their problem.
We recommended that the customer install a magnetically locked cabinet with a card reader on their existing PACS to control access to the material, with a CCTV camera covering the area to record all activity around the COI. The cabinet included a tamper alarm so that in the event the cabinet was left open after a programmed amount of time, or was forced open without a valid credential, a signal was sent to authorized personnel to investigate.  

RESULT.  What benefits did the customer get from our solution.
The customer was able to satisfy the RBPS requirements without major expense, inconvenience, or additional security man-hours. 
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Questions?
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